Whitelisting the pan Platform

Firewall rules

The pan platform operates from many IP addresses that must be opened in your firewall. The
following is a list of IP addresses that the platform uses: Please note, not all addresses/sites
may apply to your use of the pan platform.

For Clients utilizing the pan 2.0 and/or the Vita Platform:

Site IP Address Ports

scripts.vitapowered.com 209.43.7.4 80, 443
tara.vitapowered.com 209.43.7.3 80, 443
secure.vitapowered.com 209.43.7.1 80, 443
oasis.vitapowered.com 209.43.7.5 80, 443

For Legacy Core pan/Private Label and Marketing sites

Site IP Address Ports

www.etestingnetwork.com 209.43.7.15 80, 443
www.panpowered.com 208.113.147.11 80, 443
www?2.panpowered.com 209.43.7.14 80, 443
www.pantesting.com 209.43.7.13 80, 443
www.vitapowered.com 208.113.147.11 80, 443
oasis.vitapowered.com 209.43.7.5 80, 443
support.vitapowered.com 209.43.7.9 80, 443

0**** NOTE: The IP Addresses changed in April 2013. Please see Notice of Scheduled
Maintenance - New pan IP Addresses for details. ****
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